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(57) The present invention relates to an electronic- 
money collecting system capable of returning a lost IC 
card used as an 'electronic purse' to the owner of the 
lost 10 card or an institution issuing the lost IC card with 
a high degree of efficiency without giving a troublesome 
load to the lost-IC-card finder or the institution issuing 
the IC card. When a lost IC card in which money data 
representing the amount of electronic money is stored is 
found, the found IC card is entered to a terminal 
installed at places such as a banking organ or a public 
institution. At that time, information read out from the IC 
card is transmitted to a center apparatus by way of a 
communication line. At the center apparatus, a storage 
unit is searched for Information on the legitimate owner 
of the IC card such as information for contacting the 
owner The owner of the lost IC card is then notified of 
the implementation of processing to collect the IC card 
by telephone, through the post or through an electronic 
mail using a communication means. In order to increase 
the rate of collection of lost IC cards, a lost-IC-card 
finder is given reward money which is set in accordance 
with the amount of money recorded in a found IC card. 
In addition, when an attempt made by a lost-IC-card 
finder to illegally draw money from a found IC card is 
detected, information on the lost-IC-card finder who 
makes the attempt to draw money from the found IC 
card is recorded, allowing the abuse of a found IC card 
to be detected early. 
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Description 

Prior Art 

The present invention relates to an eiectronic- 
money collecting system which is used for electronically 
collecting a lost IC card containing electronic money. 

Background Art 

As a system which allows an IC card for recording 
money data issued by a banking organ to be used as an 
electronic purse, so far. there has been provided a 
'Value Transfer System' disclosed by International Pub- 
lication No. W091/16691 (or Japanese Patent Laid- 
open No. Hel 5-504643). Electronic purses each imple- 
mented by an IC card compose the *electronic-purse' 
system in conjunction with an account settling means 
for loading money into an electronic purse and control- 
ling exact calculation. The 'electronic-purse' system 
electronically loads money data from a bank account 
into a memory in an IC card, treating the IC card like an 
'electronic purse'. In this case, since money (or strictly 
speaking, money data) stored in the IC card is in actual- 
ity neither a bill nor a coin, the term 'electronic money* is 
used in order to distinguish the money stored in an IC 
card from a bill or a coin. Money can be transferred from 
an IC card to another IC card through an account set- 
tling means. In a transfer of money, it is not necessary 
for the user to confirm the transferred money with a 
banking organ. As a result, the processing to transfer 
money can be carried out in the same way as transfer- 
ring cash to another person. In addition, at a banking 
organ, electronic money can be transferred and drawn 
as is the case with a cash transaction. 

At any rate, in many cases, transaction processing 
using an 'electronic purse' implemented by an IC card is 
carried out without the need for confirmation with a 
banking organ. As a result, when an IC card is lost, the 
money stored in the IC card is also lost and it is impos- 
sible to recover the money stored in the lost IC card 
unless the IC card itself is found. In addition, even if the 
lost I C card is found by a third person, the amount of 
money stored therein is not visible, giving rise to a prob- 
lem that the probability that the lost IC card is returned 
to the owner or reported to an institution issuing the IC 
card or a police station is very low. There has been thus 
a problem that money stored in an electronic purse is 
wasted in comparison with cash. 

In addition, even if the lost IC card is reported to the 
institution issuing the IC card, the institution needs to 
follow a procedure for finding the legitimate owner of the 
reported IC card and returning the IC card to the owner 
or re-issuing a new IC card in answer to a request made 
by the owner of the IC card, giving rise to a problem that 
loads to be borne by the institution and the owner losing 
the IC card itself are heavy. 

It is thus an object of the present invention to pro- 
vide an electronic-money collecting system capable of 



returning a lost IC card serving as an 'electronic purse' 
to the owner or an institution issuing the lost IC card with 
a high degree of efficiency without giving a troublesome 
load to the lost-IC-card finder of the IC issuing institu- 
tion. 

It is another object of the present invention to pro- 
vide an electronic-money collecting system capable of 
enhancing the rate of collection of money stored in a 
lost IC card by giving a finder of the lost IC card a pre- 
determined amount of reward money. 

It is a still further object of the present invention to 
provide an electronic-money collecting system capable 
of preventing a bad faith finder of a lost IC card from 
being given a reward money. 

Summary of the Invention 

In order to achieve the objects described above, the 
present invention provides an electronic-money collect- 
ing system wherein, as a found IC card having money 
data or the like recorded is entered to a terminal unit 
installed at an institution such as a banking organ or a 
public facility, money stored in the IC card is electroni- 
cally collected; information read out from the IC card is 
transmitted to a center apparatus by way of a transmis- 
sion line; information on the legitimate owner of the IC 
card such as the address of the owner is used by the 
center apparatus for automatically searching for the 
owner; and the owner is notified by a communication 
means of the processing to collect the IC card. Accom- 
panying the electronic collection of the money, the IC 
card itself may or may not be physically collected. 

As desaibed above, in order to increase the rate of 
collection, a predetermined amount of reward money is 
given to a finder of a lost IC card. The reward money is 
given to a finder of a lost IC card by adding money data 
corresponding to the reward money to money data 
stored the IC card of the lost-IC-card firxier. For exam- 
ple, when an IC card with an unknown owner is found, 
the lost-IC-card finder can go to an institution such as a 
banking organ or a public facility at which a terminal unit 
is installed, entering the found IC card to the terminal 
unit. Then, information is read out from the IC card auto- 
matically and collection processing is carried out. At the 
same time, reward money is given to the lost-IC-card 
finder. When the collection processing has been com- 
pleted, the owner of the IC card is notified by the com- 
munication means of the completion of the collection 
processing by using a telephone, a letter or an elec- 
tronic mail. After the notification, the owner of the IC 
card follows a procedure to get back the amount of 
money stored in the found IC card. In this case, the 
reward money given to the finder of the IC card is sub- 
tracted from the original amount. 

In this way, the electronic-money collecting system 
is capable of returning or collecting a lost IC card to the 
owner or an institution issuing the lost IC card with a 
high degree of efficiency without giving a troublesome 
load to the finder of the IC card or the institution. Fur- 
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ther, since the predetermined amount of reward money 
is added to money data stored in the IC card of the lost- 
IC-card finder, the rate of collection or the returning rate 
can be increased. 

It should be noted that, when reward money is to be 
paid to a finder of a lost IC card, a bad farth person such 
as a person who stole an IC card of another person may 
make an attempt to get some reward money by pretend- 
ing to be a finder of a lost IC card. In order to avoid such 
a bad faith, the number of times an incorrect password 
is entered, the ID of equipment used by the bad faith 
person or other information are recorded. When the 
incorrect password has been entered a number of times 
exceeding a predetermined maximum nunnber, the col- 
lection processing is terminated and the IC card of the 
bad faith person is revoked. 

Brief Description of the Drawings 

Fig. 1 is a diagram showing the entire configuration 
of an embodiment implementing an electronic- 
money collecting system provided by the present 
embodiment; 

Fig. 2 is a diagram showing external views of an IC 
card 30 and a wallet 20 used in conjunction with the 
ICcard 30; 

Fig. 3 is a diagram showing the configuration of the 
IC card 30 and the structure of data stored therein; 
Fig. 4 is a diagram showing the configuration of the 
wallet 20 and the structure of data stored therein; 
Fig. 5 is a diagram showing a typical detailed struc- 
ture of IC-card information table 500 stored in a 
storage unit 51; 

Fig. 6 is a diagram showing a typical detailed struc- 
ture of an IC-card-finding-record table 600 stored in 
the storage unit 51; 

Fig. 7 is a diagram showing details of a reward- 
money-rate table 700 stored in the storage unit 51 ; 
Fig. 8 is a diagram showing a detailed structure of 
IC-card-revocation-condition table 800 stored in the 
storage unit 51; 

Fig. 9 is a flowchart showing a procedure of money 
transfer processing using the wallet and the IC card 
30; 

Fig. 10 is a flowchart showing a procedure of 
money transfer processing using the wallet and the 
IC card 30 at a terminal unit; 
Fig. 1 1 is a flowchart showing a procedure of oper- 
ations to collect a found IC card 30 carried out at 
the terminal unit; 

Fig. 12 is a flowchart showing a continuation of that 
shown in Fig. 11; and 

Fig. 13 is a flowchart showing a processing proce- 
dure for transferring money data of a found IC card 
30 to a new IC card 30. 

Best Mode for Carrying Out the Invention 

Preferred embodiments of the present invention will 



be described with reference to accompanying diagrams 
showing the ennbodiments. 

Fig. 1 is a diagram showing the entire configuration 
of an embodiment implementing an electronic-money 

5 collecting system provided by the present embodiment. 
As shown in the figure, the electronic-money collecting 
system provided by the present embodiment comprises 
a plurality of terminal units 1 , 2 and 3. a center appara- 
tus 5 and a communication line 4 for connecting the ter- 

10 minal units 1. 2 and 3 to the center apparatus 5. A 
plurality of telephones 6a to 6n are for communicating 
with owners of IC cards who are called individually from 
the center apparatus. 

In this embodiment, there are provided three differ- 

75 ent types of terminal unit: terminal units 1, 2 and 3. In 
Fig. 1, only one unit is installed for each terminal unit 
type. In actuality, however, a plurality of terminal units 
can be installed for each type. The terminal unit 1 is typ- 
ically a dedicated terminal unit installed at a financial 

20 institution such as a bank. The terminal unit 1 com- 
prises a communication unit 1 1 for carrying out commu- 
nication with the center apparatus 5. an IC-card FVW 
(read/write) unit 1 2 for reading out and writing informa- 
tion from and to a memory in an I C card, an input unit 1 4 

25 such as a keyboard used by the user for entering, 
among other data, irrformation on the type of usage of 
the terminal unit, a display unit 15 for showing a variety 
of messages to the user, an IC-card collecting unit 16 
for collecting a found IC card, a cash paying machine 1 8 

30 for changing electronic money stored in an IC card 
inserted thereto to cash and paying the cash to the user 
and a control unit 19 for controlling the whole compo- 
nents constituting the terminal unit 1 . 

The terminal unit 2 is installed at places like a bank- 

35 ing organ, a police station, a public institution such as a 
city hall, a train station, a school and a department 
store. Even though a detailed corifiguration of the termi- 
nal unit 2 is not shown in the figure, basically, the termi- 
nal unit 2 has the same configuration as the terminal 

40 unit 1 . Depending upon the place at which the terminal 
unit 2 is installed, however, the cash paying machine 18 
of the terminal unit 1 is omitted from the configuration of 
the terminal unit 2 to disable cash transactions. 

The terminal unit 3 is a terminal unit installed at the 

45 home of the owner of an IC card for dedicated use. Typ- 
ically, the terminal unit 3 is a personal computer 
equipped with an IC-card R/W unit 13. A detailed config- 
uration of the terminal unit 3 is not shown in the figure. 
However, the terminal unit 3 has the same configuration 

50 as the terminal unit 1 except that the IC-card collecting 
unit 16 and the cash paying machine 18 are eliminated 
from the configuration. 

The center apparatus 5 comprises a storage unit 51 
for storing various kinds of information such as informa- 

55 tion on owners of IC cards, money transaction record 
information, information on reward-money rates of 
reward money to be given to lost- IC-card finders and IC- 
card-finding-record information of lost-IC-card finders, a 
timer 52 for computing the present time, a communica- 
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tion unit 53 for carrying out communication with the ter- 
minal units 1. 2 and 3 and the telephones 6a to 6n 
through the communication line 4, a printer 54 for print- 
ing a message for use in notifying the owner of a lost IC 
card that the IC card has been found and a control unit 5 
55 for controlling all the components constituting the 
center apparatus 5. The center apparatus 5 is typically 
installed at an institution such as a bank at which the 
issuance of IC cards is controlled. 

The IC card 30 is a medium for storing money data. 10 
The IC card 30 is used for electronically storing money 
data in place of cash. What is stored in the IC card 30 is 
information indicating the amount of money. Electronic 
money can be transferred to and from the IC card 30 by 
entering the IC card to the IC-card R/W unit 12 or 13 of is 
the terminal unit 1. 2 or 3 or to a wallet to be described 
later. 

Fig. 2 is a diagram showing external views of an IC 
card 30 and a wallet 20 used in conjunction with the IC 
card 30. The wallet 20 is used by a person who owns 20 
the IC card 30. When the IC card 30 is inserted to the 
wallet 20. the wallet 20 plays roles of an intermediate 
means such as confirming the amount of electronic 
money stored in the IC card 30 and transferring elec- 
tronic money from an IC card to another. The wallet 20 25 
also controls an operation to lock and unlock electronic 
money stored in an IC card 30 by means of a lock func- 
tion which is used for locking electronic money stored in 
the IC card 30 so that a third person can not check the 
amount of the electronic money or draw the electronic 30 
money from the IC card 30 at his/her own pleasure. The 
external appearance of the wallet 20 can be made sim- 
ilar to that of a small portable calculator. As shown in the 
figure, the wallet 20 comprises a liquid -crystal display 
unit 21 , function keys 22. ten-keys 23 and an IC-card 35 
insert window which is not shown in the figure. 

On the surface of the IC card 30 to be inserted to 
the wallet 20. various kirxJs of information such as an ID 
number 31 of the IC card can be printed if necessary. 

Fig. 3 is a diagram showing the configuration of the 40 
IC card 30 issued by a banking organ and the structure 
of data stored therein. An input/output unit 34 Is an inter- 
face for transferring information to and from an inserted 
IC card using one of two methods. In one of the meth- 
ods, information is exchanged electrically by way of con- 45 
tact with a metallic contact point provided on the IC 
card. The other method is a non-contact method 
whereby the IC card 31 is inserted into the wallet 20 and 
information is exchanged in a wireless way between the 
IC card and the input/output unit 34. In the case of the so 
non-contact method, the protection of information confi- 
dentiality can be strengthened by setting the distance 
from the input/output unit 34 to the IC-card R/W unit 12 
at about 0.1 to 10 mm. A memory unit 33 is used for 
recording the amount of electronic money and a trans- ss 
action record of money. A non-volatile memory is typi- 
cally used as the memory unit 33. A microprocessor 32 
is used for controlling transfers of information between 
the input/output unit 34 and the memory unit 33 and 



operations to produce the transaction record. 

As shown in an enlarged form in Fig. 3, the memory 
unit 33 is used for storing, among other things, informa- 
tion on the legitimate owner of the IC card. The informa- 
tion includes the name 301 of the owner, an address 
302. a telephone number 303. an IC-card ID number 
304 and a wallet ID number 305 of the wallet owned by 
the owner of the IC card. In addition, a password 306 is 
used for transferring electronic money from the IC card. 
An amount of money 307 is money data on which a 
transfer of money or an exchange of money is carried 
out. The amount of money 37 indicates a balance on 
which a cash settlement can be carried out by using the 
IC card 30. The amount of money 37 is nucleus informa- 
tion on the electronic money. A money record 308 is 
used for recording information on transactions made in 
the past. Personal information 309 is information written 
and read out personally by the owner of the IC card. The 
personal information 309 can be used as a memo by the 
user. The pieces of information 301 to 309 described 
above are stored for use in electronic-money transac- 
tions while other information described below is used for 
preventing the IC card from being used illegally. 

A pseudo password 310 is used for early detecting 
a third person who makes an attenrtpt to illegally draw 
electronic money from the IC card. The pseudo pass- 
word 310 is typically a number which is likely to be sug- 
gested to the mind of an unauthorized user. An exannple 
of such a number is the birthday or the telephone 
number of the legitimate user of the IC card. If such a 
number Is entered by a person, the person will be 
detected as an unauthorized user and processing to 
collect the IC card 30 will be forcibly carried out. An 
unauthorized-use wallet ID number 311 is a wallet ID 
number acquired during an attempt made by an unau- 
thorized user to draw electronic money, that is. the ID of 
a wallet owned by the unauthorized user. A password- 
input count 312 is the number of times an Incorrect 
password has been entered. Each time an Incorrect 
password is entered, the password-input count 312 is 
incremented by one. When a correct password is 
entered, however, the password-irput count 312 is 
cleared to zero. A password-input time 313 is a most 
recent time at which a password was entered. An Incor- 
rect-password-input-count upper limit 314 is an upper 
limit of the number of times the IC card allows an Incor- 
rect password to be entered consecutively. In the exam- 
ple shown in Fig. 3, the IC card allows an incorrect 
password to be entered up to 3 times. Thus, when the 
password-input count 312 is incremented to 4. the oper- 
ation to draw money from the IC card is terminated. 

Fig. 4 is a diagram showing a detailed configuration 
of the wallet 20 shown in Rg. 2. A display control unit 42 
includes the liquid-crystal display unit 21 shown in Rg. 
2. The display control unit 42 is used for displaying vari- 
ous kinds of information such as operation procedures 
and instructions/guidances to the user. An IC-card R/W 
unit 43 is used for reading out and writing information 
from and to the memory unit 33 of an IC card 30 
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inserted therein. An input control unit 44 which com- 
prises function keys 22 and ten-keys 23 is used for 
inputting information required for control of the wallet 
20. A timer 45 is used for recording a time at which the 
password of a found IC card 30 was input from the wal- 
let 20. A memory unit 46 is a storage means which is 
externally accessible. The memory unit 46 is used for 
storing pieces of information such as the name 461 of 
the owner of the wallet 20, an address 462, a telephone 
number 463, a wallet ID number 464, an amount of 
money 465, a password-input count 466 and a pass- 
word input time 467, a time at which a password was 
entered from the input control unit 44 when an attempt 
was made to use a found IC card 7 illegally. The amount 
of money 465 recorded in the memory unit 46 is stored 
temporarily in the wallet 20 from the IC card. A control 
unit 41 fetches data from the other components, stores 
the data and controls operations of the other compo- 
nents in accordance with a program stored internally. 

Next, details of information stored in a storage unit 
51 of the center apparatus 5 are explained by referring 
to Figs. 5 to 9. The storage unit 51 includes four tables: 
an IC card-information table 500. an IC-card-finding- 
record table 600. a reward -money-rate table 700 and an 
I C-card -revocation-condition table 800. 

Fig. 5 is a diagram showing a typical detailed struc- 
ture of the IC card-information table 500 stored in the 
storage unit 51. The IC card-information table 500 con- 
tains information on a plurality of IC-card owners. As 
shown in the figure, the information on each IC-card 
owner includes the name 501 of the IC-card owner, an 
address 502, a telephone number 503, an IC-card ID 
number 504 serving as a unique identification of the IC- 
card owner, a wallet ID number 505 serving as an ID 
number of a wallet 20 owned by the IC-card owner, a 
password 506 for protecting the confidentiality of the IC- 
card owner, an amount of money 507 left in the account 
of the IC-card owner, an account number 508 and a 
pseudo password 509 for avoiding unauthorized use of 
the IC card. Here, since a transfer of electronic money 
provided by the present embodiment can be carried out 
without the need for confirmation with a banking organ, 
the amount of money 507 is not the amount of money 
307 stored in the IC card. Instead, the amount of money 
507 is the amount of money in an account in a bank or 
the like, that is, the amount of money that can be stored 
in the IC card. 

Fig. 6 is a diagram showing a typical detailed struc- 
ture of the I C-card -finding-record table 600 stored in the 
storage unit 51 employed in the center apparatus 5. The 
IC-card-finding-record table 600 contains IC-card-find- 
ing -record irrformation on a finder of a lost IC card 30 
including the name 601 of the lost-lC-card finder, an 
address 602. a telephone number 603. the IC-card ID 
number 604 of the lost-IC-card finder, the wallet ID 
number 605 of the lost-IC-card finder. The IC-card-find- 
ing-record table 600 also contains information on the 
owner of a lost I C card which was found by the lost-IC- 
card finder including the name 610, an address 61 1 . a 



telephone number 612, an IC-card ID number 613. a 
wallet ID number 614, a password 615. money data 
616. a money record 617. personal information 618 and 
a pseudo password 619 for prevention of unauthorized 

5 use of the IC card. Here, the money data 616 corre- 
sponds to the amount of money 307 stored in the IC 
card 30. The IC-card-finding-record table 600 also 
includes additional information on each lost-IC-card 
finder such as a center-transmission time 620 at which 

10 the finding of the lost IC card was reported to the center, 
an illegally used wallet ID nunnber 630 used in an 
attempt to illegally draw electronic money, an illegal- 
password -input count 640 indicating the number of 
times an incorrect password has been entered in the 

15 attempt to illegally draw electronic money and a pass- 
word-input time 650 at which the password was 
entered. In the figure, only two lost-IC-card finders and 
two IC-card losers are shown. In actuality, however, the 
storage unit 51 has a recording area for storing a plural- 

20 ity of lost-IC-card finders and IC-card losers. 

Fig. 7 is a diagram showing details of the reward - 
money-rate table 700 stored in the storage unit 51 
employed in the center apparatus 5. The reward- 
money-rate table 700 includes standards used for com- 

25 puting the amount of reward money to be given to a lost- 
IC-card finder in dependence upon the amount of 
money 307 recorded in a found IC card 30. 

In this example, the amount of money 701 is divided 
into a plurality of levels. The larger the amount of money 

30 701. the smaller the rate 702. Further stored in the 
reward -money-rate table 700 is a first multiplier 704 
which serves as a first parameter used for changing the 
rate. The magnitude of the first multiplier 704 is depend- 
ent upon an illegal-password-input count 703 indicating 

35 the number of times a password has been entered to a 
wallet 20 in an attempt to illegally use the found IC card. 
Also stored in the reward-money-rate table 700 is a sec- 
ond multiplier 706 which serves as a second parameter 
used for changing the rate. The magnitude of the sec- 

40 ond multiplier 704 is dependent upon the a time interval 
at which the passwords have been entered. The rate 
702 is corrected by n^ltiplying it by the first and second 
multipliers 704 and 706. 

Rg. 8 is a diagram showing a detailed structure of 

45 the IC-card-revocation-condition table 800 stored in the 
storage unit 51 . As shown in the figure, the IC-card-rev- 
ocation-condition table 800 includes an annual illegat- 
IC-card-usage count upper limit 801 indicating the max- 
imum number of times a found IC card can be reported 

50 in one year, a finding time interval 802 and a maximum 
number of times 803 a found IC card can be reported 
within the finding time interval 802. 

The IC-card-revocation-condition table 800 is pro- 
vided for limiting the number of misconducts for illegally 

55 taking an IC card 30 of another person and illegally 
receiving reward money for the IC card 30. For example, 
in the case of a lost-IC-card finder who has found IC 
cards 30 more than 1 0 times in a year, the IC card 30 of 
the lost-IC-card finder itself is revoked in addition to the 
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collection of the found IC cards 30. By the same token, 
if IC cards 30 are found a number of times exceeding 
the maximum number of times 803 a found IC card can 
be reported within the finding time interval 802, the IC 
card 30 of the lost-IC-card finder itself is revoked in 
addition to the collection of the found IC cards 30. In this 
way. a misconduct aimed at collection of reward money 
can be distinguished from a truly good conduct of find- 
ing a lost IC card, allowing the number of misconducts 
of illegally taking reward money to be limited. 

Next, processing to transfer electronic money from 
an IC card 30 to another IC card through a wallet 20 is 
explained by referring to Fig. 9. 

As shown in the figure, the processing begins with 
a step 901 at which the user inserts an IC card 30 to a 
wallet 20. The processing flow then goes on to a step 
902 at which processing to transfer electronic money 
from an IC card to another is requested by pressing a 
function key 22. As the function key 22 is pressed, a 
message saying: "Enter a password" is displayed on the 
display unit 21 of the wallet 20. In response to the mes- 
sage, the user enters a password. After a password has 
been entered by the user, the processing flow proceeds 
to a step 903 at which the microprocessor 32 compares 
the entered password with a password 306 recorded in 
the IC card 30 to find out whether or not the former 
matches the latter. 

if the former matches the latter, the processing flow 
continues to a step 907 at which a wallet ID number 305 
of the owner of the IC card recorded in the IC card is 
compared to a wallet ID number 464 stored in wallet 20 
to find out whether or not the former matches the latter 
If the former does not match the latter, it is feared that 
the IC card 30 is used illegally In this case, the process- 
ing flow goes on to a step 908 at which, before the 
money data 307 recorded in the memory unit 33 of the 
found IC card 30 and other data are transferred to a 
transfer-destination IC card, information such as the 
wallet ID number 464 stored in the wallet 20 is 
appended to the money data 307 and the information is 
recorded in the money data 465 of the wallet 20. 

If the result of the comparison carried out at the 
step 907 indicates that the wallet ID number 305 
matches the wallet ID number 464. on the other hand, 
the user who inserted the IC card 30 to the wallet 20 is 
regarded as the legitimate owner of the IC card 30. In 
this case, the processing flow goes on to a step 909. At 
this step, the unauthorized-use wallet ID number 31 1 of 
the IC card 30 is cleared whereas the password-irput 
count 312 and the password-input time 313 of the IC 
card 30 as well as the password-input count 466 and the 
password-input time 467 of the wallet 20 are reset to 
zero. A message saying: ''Enter the amount of money to 
be transferred" is then displayed on the display unit 21 . 
In response to this message, the user enters the 
amount of money to be transferred. Then, the specified 
amount of money is transferred from the IC card 30 
serving as a transfer source to the memory unit 46 of 
the wallet 20. As the specified amount of money is 



transferred, the amount of money 465 is increased tem- 
porarily. Then, the transfer-source IC card is taken out 
from the wallet 20 and the transfer-destination IC card is 
inserted into the wallet 20. The electronic money tempo- 

5 rarily transferred to the wallet 20 is then transferred to 
the memory unit 33 of the transfer-destination IC card 
30, corrpleting the processing. 

If the result of the comparison carried out at the 
step 903 indicates that password entered via the ten- 

10 keys 23 does not match the password 306, on the other 
hand, it is feared that the IC card 30 is being used ille- 
gally. In this case, the processing flow goes on to a step 
904 at which the entered password is compared with 
the pseudo password 310 that is most likely used by an 

15 unauthorized person making an attempt to illegally draw 
electronic money from the IC card to find out whether or 
not the former matches the latter. If the entered pass- 
word matches the pseudo password 310, the user is 
detected as an unauthorized user instead of the legiti- 
me mate owner of the inserted IC card. In this case, the 
processing flow proceeds to a step 910 at which the 
request to transfer electronic money from the inserted 
iC card 30 is rejected. 

If the result of the comparison carried out at the 

25 step 904 indicates that the entered password does not 
match the pseudo password 31 0, on the other hand, the 
processing flow goes on to a step 905 at which: the wal- 
let ID number 464 of the wallet 20 is recorded in the 
unauthorized-use wallet ID number 31 1 ; the number of 

30 times an incorrect password has been entered via the 
ten-keys 23 for the unauthorized use is counted; the 
count value is recorded in the password-input count 
312; and a time at which a password was entered for the 
first time Is obtained from the timer 45 of the wallet 20 

35 anti recorded in the password-input time 313. 

Then, the processing flow goes on to a step 906 at 
which the password-input count 312 produced by the 
wallet 20 is compared with the incorrect-password- 
input-count upper limit 314 indicating the number of 

40 times the IC card allows an incon-ect password to be 
entered consecutively to find out whether or not tiie 
former exceeds the latter. If the former has exceeded 
the latter, the processing flow goes on to the step 91 0 at 
which the request to transfer electronic money from the 

45 inserted IC card 30 is rejected. If the former has not 
exceeded the latter, on the other hand, the processing 
returns to the step 902. 

As described above, in this embodiment, at the step 
905, the password-input count and the password- input 

so time are stored in the memory 33 of the IC card 30. It 
should be noted, however, that they can also be stored 
at areas 466 and 467 respectively of the memory unit 46 
employed in wallet 20. 

Next, operations which are carried out to render a 

55 variety of services using an IC card 30 are explained by 
referring to a flowchart shown in Rg, 10. Such services 
include typically conversion of electronic money stored 
in the IC card 30 into cash by means of a terminal unit 
1 , a transfer of electronic money to and from the IC card 
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30 and purchasing of a commcKiity by using electronic 
money stored in the IC card 30. 

As shown in the figure, the flowchart begins with a 
step 1001 at which the user inserts an IC card 30 into a 
terminal unit 1 used by the user and IC-card R/W unit 1 2 
reads out information from the memory unit 33 of the IC 
card 30. The processing flow then goes on to a step 
1002 at which a password 306 read out from the mem- 
ory unit 33 is compared with a password entered from 
the input unit 14 to find out whether or not the former 
matches the latter. At that time, values are set in the 
password-input time 313 and the password- input count 
312 of the IC card 30. 

If the former matches the latter, the processing flow 
proceeds to a step 1005 to find out whether or not an 
unauthorized-use wallet ID number 31 1 is recorded in 
the IC card 30. If an unauthorized-use wallet ID number 
31 1 is not recorded, there is no record indicating that 
the Inserted IC card 30 has been illegally used. In this 
case, (the processing flow goes on to a step 1007 at 
which) the password -input time 313 of the IC card 30 is 
cleared and the password-input count 31 2 of the IC card 
30 is reset to zero prior to the processing to transfer 
money from the IC card. 

If an unauthorized-use wallet ID number 311 is 
found recorded at the step 1005. on the other hand, the 
unauthorized-use wallet ID number 31 1 indicates that 
the inserted IC card 30 has been illegally used. It is thus 
quite within the bounds of possibility that this transac- 
tion is also unauthorized. In this case, the processing 
flow goes on to a step 1006 at which transaction infor- 
mation is recorded in a processing record for process- 
ing to transfer electronic money. For example, 
information such as the IC-card ID number 304 stored in 
the IC card 30 is appended to money data recorded in a 
host. The information is also recorded in the money 
data 307 of the found IC card 30 so that the money data 
307 includes additional information on a transaction 
which was done in the past. 

Then, the processing flow goes on to the step 1007 
at which, after the password-input time 313 of the IC 
card 30 is cleared and the password-input count 312 of 
the IC card 30 is reset to zero as described above, the 
processing to transfer electronic money from the IC card 
30 is allowed. 

If the comparison carried out at the step 1002 indi- 
cates that the password 306 read out from the memory 
unit 33 does not match the password entered from the 
input unit 14. on the other hand, it is feared that the IC 
card 30 is being used illegally. In this case, the process- 
ing flow goes on to a step 1003 at which the entered 
password is compared with the pseudo password 310 
that is used for preventing unauthorized use of the IC 
card to find out whether or not the former matches the 
latter. 

If the former matches the latter, the use of the IC 
card is considered to be illegal. In this case, the 
processing flow proceeds to a step 1010 at which the IC 
card 30 is collected by the IC card collecting unit 16 and 



10 

put into the terminal unit 1. Then, the processing flow 
goes on to a step 1011 at which a message explaining 
a reason why the IC card was collected and a message 
saying: "Please, visit a window at the IC-card issuing 

5 institution" are displayed on the display unit 1 5. complet- 
ing the processing. 

If the result of the comparison carried out at the 
step 1003 indicates that the entered password does not 
match the pseudo password 310, on the other hand, the 

10 processing flow goes onto a step 1008 at which the 
password-input count 312 recorded in the IC card 30 is 
incremented by one. Then, the processing flow pro- 
ceeds to a step 1 009 at which the password-input count 
312 is compared with the annual-illegal-IC-card-usage 

75 count upper limit 801 indicating the number of times an 
IC card has been used illegally so far stored in the IC* 
card-revocation-condition table 800 shown in Fig. 8. In 
addition, the IC-card-finding-record table 600 stored in 
the storage unit 51 is checked to find out whether or not 

20 the number of times an IC card has been found within 
the finding time interval 802 exceeds the maximum 
number 803. 

If the maximum values used as standards are 
exceeded, the processing flow goes on to the step 1010 

25 at which a signal to collect the IC card 30 is transmitted 
to the terminal unit 1 . The IC card 30 is then collected by 
the IC card collecting unit 16 and put into the terminal 
unit 4. The processing flow then goes on to the step 
101 1 at which a message explaining a reason why the 

30 IC card was collected and a message saying: "Please, 
visit a window at the IC-card issuing institution" are dis- 
played on the display unit 15, If the maximum values are 
found not exceeded at the step 1009, on the other hand, 
the processing flow continues to a step 1012 at which 

35 the IC card is returned. 

Next, operations carried out by the present embod- 
iment to collect a found IC card are explained by refer- 
ring to a flowchart shown in Figs. 11 and 12 are 
explained. The flowchart shovy^ processing to collect a 

40 found IC card at the terminal unit 2. 

As shown in the figures, the flowchart begins with a 
step 1 101 at which, first of all, a person finding a lost IC 
card 30 goes to a place at which a terminal unit 2 is 
installed to return the IC card to the owner. There, as a 

45 user of the terminal unit 1. the lost-IC-card finder enter 
operations to request collection of the found IC card 
from the input unit 14. The control unit 19 displays a 
message on the display unit 15 to request the user of 
the terminal unit 1 (the lost-lC-card finder) that, first, the 

50 found IC card 30 be entered to a predetermined insert 
window and. then, the IC card 30 of the user itself (the 
lost-IC-card finder itself) be entered to the predeter- 
mined insert window. In response to the message, the 
lost-IC-card finder inserts the IC card 30 of the lost-IC- 

55 card finder itself and the found IC card 30 to the IC-card 
. R/W unit 12. It should be noted that an IC card 30 may 
be locked in order to prevent other persons from draw- 
ing or checking electronic money without permission. 
For this reason, the found IC card 30 which was 
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inserted therein is checked to find out whether or not the 
IC card 30 is locked. If locked, the control unit 19 auto- 
matically unlocks the IC card 30 before carrying out 
processing to collect the IC card 30. If the IC card 30 is 
not locked, on the other hand, the control unit 19 trans- 5 
mits information read out by the IC-card R/W unit 12 
from the two IC cards, that is, pieces of information 
denoted by reference numerals 301 to 314 in Fig, 3, to 
the center apparatus 5 by way of the communication 
unit 11 and the communication line 4 at the step 1102. jo 
In the case of the IC card information of the lost-IC-card 
finder itself, information for identifying the lost-IC-card 
finder is enough. It is thus sufficient to transmit only the 
name 301 . the address 302. the telephone number 303, 
the IC card ID number 304 and the amount of money 15 
307 to the host 5. tt should be noted that the lost-IC-card 
finder may not have an IC card 30. In this case, the lost- 
IC-card finder can request an employee of a banking 
organ to carry out operations to collect the found IC 
card. As an alternative, the lost-IC-card finder can 20 
request that a new IC card 30 for the lost-IC-card finder 
be issued and that processing to collect the found IC 
card 30 by using the newly issued IC card 30 be carried 
out. 

After the IC-card information of the person who lost 25 
an IC card and the finder of the IC card has been 
received from the terminal unit 1 . the processing flow 
then goes on to a step 1 103 at which the control unit 55 
of the center apparatus 5 searches the storage unit 51 
for the IC-card information table 500 by using informa- 30 
tion such as the name 301. the address 302, the tele- 
phone number 303, the IC card ID number 304 and the 
password 306 recorded in the found IC card 30 received 
from the terminal unit 1 as a key in order to find out 
whether or not information matching theses pieces of 35 
information is stored in the storage unit 51 . 

If a result of the search carried out at the step 1 1 03 
indicates that no information stored in the storage unit 
51 matches the information received from the terminal 
unit 1 . the found IC card 30 is determined to be an IC 40 
card not cataloged in the center apparatus 5. that is. an 
Invalid IC card such as a false IC card or an IC card with 
the usage thereof invalidated. In this case, the process- 
ing flow goes on to a step 1 109 at which an error mes- 
sage saying: "This IC card can not be used" is sent to 45 
the terminal unit 1 to be displayed on the display unit 15 
of the terminal unit 1 . and the found IC card as well as 
the IC card of the lost-IC-card finder itself are returned. 

If a result of the search carried out at the step 1 103 
indicates that information stored in the storage unit 51 so 
matches the information received from the terminal unit 
1. that is, the found IC card 30 is recorded in the center 
apparatus 5, on the other hand, the processing flow pro- 
ceeds to a step 1 1 04 at which the corrtrol unit 55 of the 
center apparatus 5 records information such as the ss 
names 601 and 610 of the finder of the IC card and the 
person losing the IC card in the IC-card-finding-record 
table 600. At the same time, the control unit 55 also 
records the wallet ID number 305 stored in the found IC 



card 30 into the wallet ID number 630, the unauthor- 
ized-use wallet ID number 31 1 stored in the found IC 
card 30 into the illegally used wallet ID number 630 
used in an attempt to illegally draw electronic money 
and the password-input count 312 stored in the found IC 
card 30 into the illegal-password-input count 640 indi- 
cating the number of times a password has been 
entered in the attempt to illegally draw electronic money 
in addition, the control unit 55 obtains information on the 
present time from the timer 52. storing the information 
as the center-transmission time 620 at which the finding 
of the lost IC card was reported to the center. 

Then, the processing flow continues to a step 1 105 
at which the control unit 55 of the center apparatus 5 
transmits an initialization requesting signal and a collec- 
tion requesting signal to initialize and collect the found 
IC card to the terminal unit 2. In response to these sig- 
nals, the found IC card 30 which was inserted to the IC- 
card R/W unit 12 is initialized and then the found IC card 
30 was collected by the IC card collecting unit 16 into 
the terminal unit 2. It should be noted that since the col- 
lected IC card 30 has been initialized, it can be used as 
a new IC card. 

Then, the processing flow goes on to a step 1 106 at 
which the control unit 55 searches information of the 
person losing the IC card stored in the IC-card-finding- 
record table 600 for information for contacting the IC- 
card loser such as the name 610. the address 611 and 
the telephone number 612. 

The processing flow then goes on to a step 1 107 at 
which the legitimate owner of the IC card is notified that 
the lost IC card has been found. The owner of the lost IC 
card can be contacted by an electronic mail if the lost- 
IC-card owner has a dedicated terminal unit 3. Other- 
wise, a letter is printed on the printer 54 and sent to the 
owner through the post or the owner is contacted by the 
telephone 6a. It should be noted that determination as 
to whether or not an electronic mail is used is based on 
the availability of an electronic-mail address in the tele- 
phone number 612 of the person losing the IC card in 
the IC-card-finding-record table 600 shown in Fig. 6. 

The processing flow then proceeds to a step 1 108 
at which the control unit 55 searches the IC-card-find- 
ing-record table 600 for the name 601 . the address 602. 
the telephone number 603 and the IC-card ID number 
604 of the lost-IC-card finder in order to examine a past 
record of finding IC cards for the lost-IC-card finder who 
requested the processing to collect the found IC card, 
that is. to examine the number of requests for process- 
ing to collect a lost IC card made so far and the finding 
time interval. 

The processing flow then continues to a step 1201 
at which results of the search operation carried out at 
the step 1 108 are compared with conditions prescribed 
in the IC-card-revocation -condition table shown in Fig. 8 
to find out whether or not the number of requests for 
processing to collect an IC card made so far exceeds 
the annual-il!egal-IC-card-usage count upper limit 801 
of the number of times an IC card can be found in a year 
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and whether or not the number of times an IC card can 
be found within the finding time interval 802 exceeds the 
maximum number 803. A number of requests for 
processing to collect an IC card made so far exceeding 
the annual-illegal-IC-card-usage count upper limit 801 5 
or a number of times an IC card can be found within the 
finding time interval 802 exceeding the maximum 
number 803 is regarded as an indication that it is feared 
that the lost-IC-card finder has lllegalty taken the IC card 
of another person. In this case, ttie processing flow to 
goes on to a step 1205 at which a collection requesting 
signal is transmitted to the terminal unit 2 to collect the 
IC card of the lost-IC-card firtder by means of the IC 
card collecting unit 16. Then, the processing flow con- 
tinues to a step 1 206 at which a message explaining the 75 
reason why the IC card was collected and a message 
saying: "Please, visit a window at the IC-card issuing 
institution" are displayed on the display unit 15. That is 
to say, since the number of times the iost-IC- card finder 
found an IC card so far exceeds the reference value pre- 20 
scribed in the IC-card-revocation-condition table 800, 
the IC card 30 owned by the lost-IC-card finder itself is 
also collected and the reason for the collection Is also 
informed to the lost-IC-card finder. 

If the number of requests for processing to collect 25 
an IC card made so far is found smaller than the annual- 
illegal-IC-card-usage count upper limit 801 set in the IC- 
card- revocation-condition table 800 or the number of 
times an IC card can be found within the finding time 
interval 802 is found smaller than the maximum number 30 
803 in the same IC-card-revocation-condition table 800 
at the step 1201, on the other hand, the processing flow 
goes on to a step 1202 at which the unauthorized-use 
wallet ID number 31 1 recorded in the IC card 30 of the 
lost-IC-card finder in an attempt to illegally use the IC 35 
card 30 is compared with the wallet ID number 305 
recorded in the found IC card to find out whether or not 
the former matches the latter. If the former does not 
match the latter, the processing flow goes on to a step 
1207 at which the password-input count 312 and the 40 
password-input time 313 of the found IC card 30 are 
reset to zero. 

Then, the processing flow proceeds to a step 1208 
at which the control unit 55 searches the IC-card-find- 
ing-record table 600 for the wallet ID number 31 1 which 45 
is recorded in an IC card in an attempt to illegally use 
the IC card 30. The processing flow then continues to a 
step 1209 at which a result of the search operation is 
compared with contents of the IC card-!C-card-revoca- 
tion-condition table stored in the storage unit 51 to find so 
out whether or not the number of times an IC card was 
used illegally so far exceeds a warning number. For 
example, a number of times an IC card was used ille- 
gally so far exceeding half the annual-illegal-IC-card- 
usage count upper limit 801 indicating the number of 55 
times an IC card can be used illegally per year indicates 
that the lost-IC-card finder or the person making an 
attempt to use the IC card illegally (or the owner of the 
unauthorized-use wallet ID number 31 1) did not request 



processing to collect the IC card immediately. In this 
case, the processing flow goes on to a step 1210 to give 
a caution to the lost-IC-card finder or the owner of the 
unauthorized-use wallet ID number not to use the IC 
card for other purposes or use the IC card illegally at a 
DM or similar places. Here, in the warning prior to revo- 
cation of the IC card 30 of the lost-IC-card finder, a con- 
dition required for giving a caution is set by using half 
the reference value stored in the IC-card-revocation- 
condition table 800 as a criterion. As an alternative, a 
separate warning condition table can also be provided. 

If the unauthorized-use wallet ID number 311 
recorded in the I C card 30 of the lost-IC-card finder in an 
attempt to illegally use the IC card 30 is found the same 
as the wallet ID number 305 recorded in the found IC 
card at the step 1 202, on the other hand, the processing 
flow goes on to a step 1 203 at which the control unit 55 
searches the IC-card-finding-record table 600 for the 
unauthorized-use wallet ID number 311 recorded in the 
IC card 30 of the lost-IC-card finder in an attempt to ille- 
gally use the IC card 30. 

The processing flow then proceeds to a step 1204 
at which results of the search operation are conopared 
with contents of the IC-card-revocation-condition table 
800 to firvJ out whether or not the number of times an IC 
card was used illegally so far exceeds the annual-ilie- 
gal-IC-card-usage count upper limit 801 indicating the 
number of times an IC card can be used illegally per 
year or the number of times an IC card was found within 
the finding time interval 802 exceeds the maximum 
number 803. A number of times the IC card was used 
illegally so far exceeding the annual-illegal-IC-card- 
usage count upper limit 801 or a number of times an IC 
card was found within the finding time interval 802 
exceeding the maximum number 803 indicates an 
attempt made by the lost-IC-card finder to use the IC 
card illegally and indicates that the lost-IC-card finder 
did not request processing to collect the IC card imme- 
diately. In this case, the processing flow goes on to the 
step 1 205 at which the control unit 55 transmits a collec- 
tion requesting signal to the IC card collecting unit 16 to 
collect the IC card 30 inserted in the IC-card R/W unit 
12. Then, the processing flow continues to the step 
1 206 at which a message explaining the reason why the 
IC card was collected and a message saying: "Please, 
visit a window at the IC-card issuing institution" are dis- 
played on the display unit 15. 

If the comparison of the result of the search opera- 
tion of the step 1208 with contents of the IC card-IC- 
card-revocation-condition table 515 carried out at the 
step 1209 indicates that the collection conditions set in 
the IC card-IC-card-revocation-condition table 515 are 
not satisfied, on the other hand, the processing flow 
goes on to a step 1211 at which the password-input 
count 312 is extracted from the found IC card 30 and a 
first multiplier 704 is set from this password -input count 
312 and the illegal-password-input count 703 stored in 
the reward-money-rate table 700 indicating the number 
of times an illegal password has been entered. In addi- 
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tion, the time interval of the center-transmission time 
620 transmitted to the control unit 55 employed in the 
center apparatus 5 is calculated and a second multiplier 
706 is calculated from the time interval. 

Then, the processing flow goes on to a step 1212 at s 
which the control unit extracts money data 307 read out 
from the found IC card 30 and multiplies the money data 
307 by a fixed rate 702, the first multiplier 704 and the 
second multiplier 706. 

The processing flow then proceeds to a step 1213 io 
at which the result of the multiplication is added to the 
amount of money 307 stored in the IC card 30 of the 
lost-IC-card finder and the result of the addition is trans- 
mitted to the terminal unit 2. The control unit 19 of the 
terminal uses the result of the addition to update the is 
amount of money 307 stored in the memory unit 33 of 
the IC card 30 of the lost-IC-card finder by means of the 
IG-card R/W unit 12. In addition, the money data 616 of 
the IC-card loser is read out from the I C-card -finding- 
record table 600 and the reward money is subtracted 20 
from the money data 616. The result of the subtraction 
is then recorded as new money data 616. The process- 
ing flow then continues to a step 1214 at which an IC 
card-returning requesting signal is transmitted to an IC 
card returning unit 47 of the terminal unit 4 in order to 25 
return the IC card 30 of the lost-IC-card finder. At the 
step 1214. the processing is ended. 

Next, a processing procedure for used by a person, 
who is notified that the lost IC card has been found, for 
transferring the money data stored in the found IC card 30 
30 to a new IC card 30 is explained by referring to a 
flowchart shown in Fig. 13. 

As shown in the figure, the flowchart begins with a 
step 1301 at which the person, who is notified that the 
lost IC card has been found, makes a request for a 35 
transfer of the money data stored in the found IC card 
30 to the new IC card 30 via the input unit 14 at the ter- 
minal unit 3 (or the terminal unit 1 or 2). In response to 
this request, the control unit 19 displays a message on 
the display unit 1 5, requesting the person, who is noti- 40 
tied that the Lost IC card has been found, that informa- 
tion for identifying the person be entered. The 
identification information includes the name, the 
address, the telephone number and the ID number of 
the owner of the found IC card. 45 

tn response to the message, the person who is noti- 
fied that the lost IC card has been found, enters the 
name, the address, the telephone number and the ID 
number of its own to the input unit 14. The control unit 
19 then transmits these pieces of information to the so 
center apparatus 5 by way of the transmission line 4. 

The center apparatus 5 searches the IC-card-find- 
ing-record table 600 for the name, the address, the tele- 
phone number and the ID number transmitted thereto. If 
the name, the address, the telephone number and the 55 
ID number are found cataloged in the IC-card-finding- 
record table 600. the processing flow goes on to a step 
1302 at which the name, the address, the telephone 
number and the ID number and a message saying: "A 



lost IC card has been collected" are transmitted to the 
terminal unit 3. The terminal 3 displays the pieces of 
information and the message on the display unit 15. 

Ttie processing flow then proceeds to a step 1303 
at which the person who is notified that the lost IC card 
30 has been found enters a new IC card to the terminal 
unit 3. In the new IC card 30. the name, the address, the 
telephone number, the ID number and a password have 
been recorded as identification information that can be 
used for proving that the person Is the owner of the lost 
IC card. 

The processing flow then continues to a step 1 304 
at which the person who is notified that the lost IC card 
30 has been found enters a password of its own to the 
input unit 14 of the terminal unit 3. In this case, the 
entered password has to be the same as the password 
set in the lost IC card. 

The processing flow then goes on to a step 1305 at 
which the control unit 19 examines whether or not the 
password entered via the input unit 14 matches the 
password cataloged in the new IC card 30. If the pass- 
words do not match each other, the processing flow pro- 
ceeds to a step 1309 at which an error message saying: 
"Do the operations once again" is displayed on the dis- 
play unit 15 and the IC card is returned to the IC-card 
R/W unit 12. 

If the password entered via the input unit 14 
matches the password cataloged in the new IC card 30. 
that is. if the password entered via the input unit 14 is 
found correct at the step 1305, on the other hand, the 
processing flow continues to a step 1306 at which the 
control unit 19 issues a read instruction to the IC-card 
R/W unit 12, requesting the IC-card R/W unit 12 to read 
the name, the address, the telephone number, the ID 
number and the password recorded in the new IC card 
30. The name, the address, the telephone number, the 
ID number and the password read out from the new IC 
card 30 are then compared with the identification infor- 
mation received earlier from the center apparatus 5. If 
they do not match each other, the processing flow pro- 
ceeds to the step 1309 at which the error message say- 
ing: "Do the operations once again" is displayed on the 
display unit 45 and the IC card is returned to the IC-card 
R/W unit 12. 

If the outcome of the comparison carried out at the 
step 1306 indicates that the name, the address, the tel- 
ephone number, the ID number and the password read 
out from the new IC card 30 match the identification 
information received earlier from the center apparatus 
5. on the other hand, the processing flow goes on to a 
step 1307 at which the control unit 19 requests the 
center apparatus 5 to transmit the amount of money 
resulting from the subtraction of the reward money from 
the amount of money recorded in the found I C card 30. 
a money record, and a password for unauthorized-use 
prevention to the terminal 3. When these pieces of infor- 
mation are received from the center apparatus 5. the 
processing flow continues to a step 1308 at which the 
control unit 1 9 writes them into the new IC card 30 by 
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means of the IC-card R/W unit 12. 

In this way. information stored in the lost IC card 30 
is transferred to the new IC card. It should be noted, 
however, that the reward money was subtracted from 
the amount of money. 

It is also worth noting that, since the amount of 
money resulting from the subtraction of the reward 
money from the amount of money 726 recorded in the 
found IC card 30 has already been recorded on the IC- 
card-finding-record table 600, It is not necessary to do 
subtraction once again. 

Finally, the control unit 19 ejects the new IC card 30 
containing the updated information, completing the 
processing. 

It should be noted that a person who is notified that 
the lost IC card has been found via one of the tele- 
phones 6a to 6n or a letter through the post may carry 
out the same operations at a terminal 1 or one of termi- 
nals 2a to 2n installed at a banking organ or a public 
institution. 

By the way, if the conditions set in the IC-card-revo- 
cation-condition table 800 must be taken into consider- 
ation in the collection of an IC card 30 requested by a 
lost- IC-card finder, a problem may arise in the case of a 
number of IC cards found at a school or a police station. 
This is because, in this case, the processing to collect a 
found IC card is requested by a special person who is 
typically a responsible person such as a schoolmaster 
or the chief of the police station. Since the responsible 
person may request such processing a number of times 
within a short period of time, the IC card owned by the 
person inevitably satisfies the revocation condition and 
is inadvertently revoked by the terminal unit used for 
requesting the processing. 

In order to solve the problem described above, in 
the case of a responsible person of a fadlity or an insti- 
tution at which a number of IC cards may be found, a 
specific code is added to the IC card 30 of the responsi- 
ble person so that the IC card 30 is not revoked even if 
a limit recorded in the IC-card-revocation-condition 
table 800 is exceeded. As an alternative, an IC-card- 
revocation-condition table different from the IC-card- 
revocation-condition table 800 is set separately so that 
such the problem will not arise. In this way, a responsi- 
ble person of a facility or an institution at which a 
number of IC cards may be found can collect a batch of 
IC cards found in the area under his responsibility. 

As described above, in the case of the present 
embodiment, the rate of reward money is set at a value 
which varies in dependence upon the amount of money 
307 recorded in a found IC card. It should be noted, 
however, that reward money can always be calculated 
by using a fixed rate. At any rate, it is possible to adopt 
any technique for calculating reward money as long as 
the technique falls within a range allowable by a law or a 
contract made in conjunction with a banking organ. 

In addition, it is possible to cancel the payment of 
reward money to a person who has received reward 
money a number of times exceeding a standard refer- 



ence. 

Moreover, it is possible to invalidate and revoke or 
collect an IC card itself of a person who has collected an 
IC card a number of times exceeding a standard refer- 
5 ence. 

Industrial Applicability 

As described above, according to the present 
10 invention, a lost IC card used as an 'electronic purse' 
can be returned to the owner of the IC card or to an 
institution issuing the IC card in a short period of time 
and with a high degree of efficiency without giving a 
troublesome load to the lost- IC-card tinder, the lost-IC- 
15 card owner or the IC-card issuing facility during the work 
of collecting the lost IC card. 

In addition, since a reward is given to a lost-IC-card 
finder for the contribution thereof to the work of collect- 
ing a lost IC card without the need to follow a complex 
20 procedure, an increase in IC-card collection rate can be 
expected. 

Moreover, since a collected IC card is initialized and 
recycled, the IC card can be used repeatedly as a 
source. 

25 Furthermore, a request for collection processing 
solely aimed at reward money can be avoided, making 
it possible to prevent the number of misconducts carried 
out by unauthorized persons from increasing. 

30 Claims 

1. An IC-card collecting system for collecting an IC 
card comprising an embedded microprocessor and 
an embedded memory externally accessible 
35 through said microprocessor with said memory 
used for storing at least identification information for 
individually identifying an owner of said IC card and 
money data representing the amount of money 
stored in said IC card, 

40 

said system comprising a center apparatus and 
a terminal unit connected to each other by a 
communication line, 
said terminal unit comprising: 

45 an input means for inputting information on 

usage classification of said terminal unit itself; 
an IC-card read/write means for executing 
processing to read out and write information 
from and into said memory embedded in said 

so IC card; 

a communication means for transmitting infor- 
mation read out from said memory embedded 
in said IC card and input information received 
from said input means to said center apparatus 

55 and receiving information to be written into said 

memory embedded in said IC card from said 
center means; and 

a collection means for collecting an IC card 
inserted in said IC-card read/write means in a 
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accordance with an instruction transmitted 
from said center apparatus by way of said com- 
munication means, 
said center apparatus comprising: 
a storage means for storing identification infor- s 
mation for identifying each IC-card owner, con- 
tact information indicating how to contact each 
IC-card owner and information on a money- 
transaction record of each IC-card owner; 
a communication means for receiving informa- io 
tion read out from said memory embedded in 
said IC card and input information received 
from said input means from said terminal unit 
and transmitting information to be written into 
said memory embedded in said IC card to said 75 
terminal unit; and 

a collection-processing instructing means for 
interpreting information on usage classification 
received from said input means and, if said 
usage classification indicates that a found IC 20 
card with an unknown owner is to be collected, 
performing the steps of: 

transferring all information read out from a 
memory embedded in said found IC card with 
an unknown owner to said storage means; 25 
retrieving contact information of a loser of said 
found !C card form said storage means; 
using said contact information for notifying said 
loser of completion of processing to collect said 
found IC card; and 30 
requesting said collection means employed in 
said terminal unit to complete processing to 
collect said found IC card with an unknown 
owner inserted in said IC-card read/write 
means. 35 

2. An IC-card collecting system according to claim 1 
wherein said center apparatus further has a means 
which is. after said processing to collect said found 

IC card with an unknown owner, used for perform- 40 
ing the steps of: 

extracting identification information of a lost- IC- 
card finder from information read out from a 
memory embedded in an IC card of said lost- 45 
IC-card finder inserted in said IC-card 
read/write means; 

storing said identification information and a 
lost-IC-card-finding date and time in a lost-IC- 
card-f inding-record table; and so 
requesting said collection means of said termi- 
nal unit to carry out processing to collect said 
IC card of said lost- IC-card finder inserted in 
said !C-card read/write means if a lost-IC-card- 
finding frequency is found greater than a pre- 55 
determined reference value. 

3. An IC-card collecting system according to claim 1 
wherein said center apparatus further has a means 



which is. after said processing to collect said found 
IC card with an unknown owner, used for perform- 
ing the steps of: 

extracting identification information of a lost-IC- 
card finder from information read out from a 
memory embedded in an IC card of said lost- 
IC-card finder inserted in said IC-card 
read/write means; 

storing said identification information and a 
lost-IC-card-finding date and time in a lost-IC- 
card-finding-record table; and 
requesting said IC-card read/write means to 
carry out processing to invalidate information 
stored in said IC card of said lost- IC-card finder 
inserted in said IC-card read/write means if a 
lost-IC-card-finding frequency is found greater 
than a predetermined reference value. 

4. An IC-card collecting system according to claim 1 
wherein said center apparatus further has a 
reward-money adding means for adding a predeter- 
mined amount of reward money to money data 
stored in a memory of an IC card of a lost-IC-card 
finder inserted in said IC-card read/write means 
after said processing to collect said found IC card 
with an unknown owner. 

5. An IC-card collecting system according to claim 4 
wherein said reward-money adding means com- 
putes said predetermined amount of reward money 
by multiplying money data of a lost-IC-card owner 
by a rate for said money data. 

6. An IC-card collecting system according to claim 5 
wherein said reward-money adding means sub- 
tracts said amount of reward money added to 
money data of a lost-IC-card finder from money 
data of a lost-IC-card owner. 

7. An IC-card collecting system according to claim 6 
wherein said center apparatus further has a means 
which is. after said processing to collect said found 
IC card with an unknown owner, used for perform- 
ing the steps of: 

extracting identification information of a lost-IC- 
card finder from information read out from a 
memory embedded in an IC card of said lost- 
IC-card finder inserted in said IC-card 
read/write means; 

storing said identification information and a 
lost-IC-card-finding date and time in a lost-IC- 
card-finding-record table: and 
inhibiting addition of said amount of reward 
money to money data of said lost-IC-card 
finder if a lost-IC-card-finding frequency is 
found greater than a predetermined reference 
value. 
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8. An IC-card collecting system according to claim 7 
wherein said center apparatus further has a means 
for performing the steps of: 

searching said storage means for information s 
indicated by identification information received 
as a result of insertion of another IC card 
owned by a lost IC-card owner informed of col- 
lection of a lost IC card to said IC-card 
read/write means; io 
adding money data indicated by said identifica- 
tion information to money data stored in said 
other IC card; and 

requesting said IC-card read/write means to 
carry out processing to record the sum of said 75 
money data indicated by said identification 
information and said money data stored in said 
other IC card into said other IC card. 

9. An IC-card collecting system according to claim 8 20 
wherein said center apparatus further has a collec- 
tion-processing requesting means for performing 
the steps of: 

Interpreting information on a usage classifica- 25 
tion input from said input means; 
comparing an abuse preventing password read 
out from a memory of an IC card inserted in 
said IC-card read/write means with a password 
input from said input means employed in said 30 
terminal unit if said usage classification indi- 
cates processing other than processing to col- 
lect a found IC card; and 
requesting said collection means employed In 
said termi nal unit to carry out processing to col- 35 
lect said IC card Inserted in said IC-card 
read/write means if said abuse preventing 
password matches said password Input from 
said Input means. 

40 

10. An IC-card collecting system according to claim 9 
wherein said center apparatus requests said collec- 
tion means to carry out processing to collect a 
found IC card owned by a lost- IC-card owner after 
contents of a memory of said IC card have been ini- 45 
tialized by said IC-card read/write means. 

11. In a system for carrying out transactions of money 
by using an IC card used for storing at least identifi- 
cation information for identifying the owner of said so 
IC card and money data representing the amount of 
money stored in said IC card, and using a terminal 
unit, an electronic-money collecting method 
wherein said terminal unit performs the steps of: 

55 

setting a found IC card In said terminal unit; 
reading out original money data from said 
found IC card said In said terminal unit; 
computing the amount of reward money from 



said original money data; 

carrying out processing to electronically store 

new money data resulting from subtraction of 

said reward money from said original money 

data irrto said found IC card; 

carrying out processing to give said computed 

amount of reward money to a person finding 

said found IC card; and 

disabling further use of said found IC card. 

12. An electronic-money collecting method according 
to claim 1 1 wherein the amount of reward money is 
computed by multiplying said original money data 
read out by said terminal unit by a predetermined 
parameter stored In a storage means for use in cal- 
culation of said amount of reward money. 

13. An electronic-money collecting method according 
to claim 12 further comprising the steps of: 

recording a processing to collect a lost IC card 
by means of a recording means provided 
therein; 

checking the number of processings to collect 
a lost IC card within a predetermined period of 
time for a lost-IC-card finder; and 
inhibiting a new processing by said lost-IC-card 
finder to collect a lost IC card If said nunnber of 
processings to collect a lost IC card exceeds a 
predetermined reference value. 

14. An electronic-money collecting method according 
to claim 13 wherein, in said processing to give 
reward money to a lost-IC-card finder, the amount 
of said reward money is added to money data 
stored in an IC card owned by said lost-IC-card 
finder. 

15. An electronic-money collecting method according 
to claim 13 wherein an IC card owned by said lost- 
IC-card finder Is collected if said number of 
processings to collect a lost IC card exceeds said 
predetermined reference value. 

16. An electronic- money collecting method according 
to claim 1 2 further comprising the steps of: 

recording a password for allowing manipulation 
of said money data in said IC card in advance; 
requesting an Input password prior to manipu- 
lation of money data of an IC card; 
comparing said input password with a pass- 
word set for allowing manipulation of money 
data of said IC card; 

recording the number of comparisons resulting 
in a password -mismatch outcome in said IC 
card In case said input password does not 
match said password set for allowing manipula- 
tion of money data of said IC card; and 



23 



EP 0 803 828 A1 



increasing or decreasing the amount of reward 
money in dependence on said number of com- 
parisons. 

17. An electronic-money collecting method adopted in 5 
a system for collecting a lost IC card used for stor- 
ing at least identification information for identifying 
the owner of said IC card and money data repre- 
senting the amount of money stored in said IC card, 
said method comprising the steps of: ic 

letting an IC card found by a lost-IC-card finder 

and an IC card owned by said lost-IC-card 

finder be set in said system; 

reading out money data from said found IC is 

card; 

calculating the amount of reward money by 
using said read-out money data and predeter- 
mined standard values; 

transferring said amount of reward money from 20 
said read-out money data to said IC card 
owned by said lost-IC-card finder; and 
collecting remaining money data resulting from 
subtraction of said amount of reward money 
from said read-out money data. 25 
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FIG.7 
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